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Alkalmazasok

Amikor az IT haldézathoz nem kell, megis
,bedobunk” egy MikroTiket
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Biztonsagi rendszerek

Beleptetd rendszerek Ethernet haldzaton

Tobbszor elofordult:

e Nincs és nem is akarnak DHCP-t uUzemeltetni
e FW-t frissitenénk a kontrollereken
e Tesztelnénk a kontrollereinket

* A meglévo haldzati eszkozok broadcast forgalma terheli a
kontrollereinket (ARP tabla, felesleges lizenetek
feldolgozasa)

* 3m-re vagyunk a switchtd6l, de nem kabelezhetink
e Palo Alto VPN ???
e 3G/4G haldézaton nincs publikus IP
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Biztonsagi rendszerek

»R2” router feladatai
* VPN kliens R1 felé

L2 kapcsolat a kontrollerek és az IT haldzat kozott
* DHCP szerver a kontrollereink felé
 DHCP uzenetek blokkolasa minden iranybol (Bridge filter)

e IT halozatbdl jovo kéretlen csomagok blokkolasa,
kontrollerek elrejtése a kivancsi szemek eldl

e L3 kapcsolat R1 felé és R1l-en keresztul hozzam

e Kontroller debug uUzenetek tovabbitasa R1l felé



\I\\: N
Mikrors 1k

Hogyan tesztelunk otthon?

Kolléga

S halozata

VPN
(L3)

Fejlesztés otthon
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Hogyan tesztelunk otthon?

(L3)

Fejlesztés otthon

Eth1l...3: kolléga sajat haldzata
Eth4...5: kiterjesztett L2 hal6zatom
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Eszkoz van. Es otleted?

LtAP mini LTE kit

- 10/100Mbit Ethernet
- LTE

- GPS

- Wireless 2,4GHz

- RS-232

- Power: 8-30V, USB 5V
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L3,

Firewall

Fitter Rules

Inpy
Inpy
inpy
inp)
12 @ Larpit inp|
.+ Allothers from LTE
13 ctadd src ta add-... inp
14 @ Larpit inp|
15 FKdrop Ingy
=2 All others from LTE
16 #Kdrop inpf
. Est., Rel
17 o accept fory
w1 Invalid
18 FKdrop for
= Not DST_NAT-ed
19 #Kdrop for|
20 tems

= | T Resst Counters || oo Reset All Counters
Chain Src. Address Dst. Address Protocol |Src. Port
input 1 icmp)

NAT Mangke Raw ServicoPorta Cennectioms Addreee Liste Laysr7 Prtocels

1 {icmp)
1 (lcmp

Mew Bridge Filtter Rule
General | Advanced ARP STP | Acfion

Chain: |forward ¥
- Intefaces
w - Bridges
-~ Src. MAC Address
-~ Dst. MAC Address
- MAC Protocol
MAC Protocol-Mum: 800 (ip) ¥ | hex
- |P
Src.Address: |
Src. Port:
Dst. Address: hd
Dst. Port: hd
Protocal: hd
TLS Host: -
¥~ Packet Mark

w - Ingress Priority

L2 filterek + LOG

Log

Freeze

Aug/01/2018 00:55:44
Aug/01/2018 00:55:45

Dst. Port

Aug/01/2018 00:55:48

Aug/01/2018 00:55:50

Aug/01/2018 00:55:51

Aug/01/2018 00:55:51

Cancel
Apply

II
-

Disable

Comment

2

Remove
Feset Counters

Reset Al Counters
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0:56:24
0:56:24
0:56:24
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memory
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memory
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firewal

firewall,

firewall
firewal

firewall
firewall
firewal
firewsall
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firewal

firewall,

firewal
firewall
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firewal
firewsall
firewsall

firewal
firewsall
firewall
firewall

firewall
firewall

firewal
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firewal
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 info
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. info
info

 info
. info
info
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 info
info
info
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info.
info

. info
info.
. info
info

info.
. info
info
 info

info
info

info.
info
. info
info
info

. info
 info
. info

3
5

. info
info
info

. info
ifo
info

ICMP _out output: in:{unknown 0) out ether, proto ICMP type 0, code 0), 192.168.253.2->192.168.253.254, len 56

ICMP _fw forward: in:ether1 outte, src-mac 4c:5e:0c:43:8dba, proto ICMP fype 3, code 1), 192.168.253.254->17.252.92.94, NAT
(192.168.10.93->84 224 135.31)->17.252.32.94, len 133

ICMP_fuw forward: in:sther! outtte 1, src-mac 4c:5e:0c:43:8dba, proto ICMP fype 3, code 1), 192.168.253 254-»17 252.92.94, NAT
{152.168.10.593->84.224 139 31)-»17.202 92.94, len 123

AddToUnwantedList input: inzte 1 out:funknown 0), src-mac 00:d1:e6:e6:26:26, proto TCP (ACK), 58.211.96.179:32419->84.224 139.31:1433. len 41
ICMP _fw forward: in:ether] outte1, src-mac 4c:5e:0c:43:8dba, proto ICMP fype 3. code 1), 192.168.253.254->17.252.92.94, NAT
(152.168.10.93->84 224 1359 31)->17.252. 32 54, len 133

ICMP_out output: in:{unknown O out fte1, proto ICMP fype &, code 0), 24.224.139.31--8.8.8.8, len 56

ICMP _in input: in:te 1 out:{unknown ). src-mac 00:d1.26:e6:e6:26, proto ICMP fype 0. code 0), 8.8.8.8->84.224.139.31, len 56
AddToUnwartedList input: incte 1 out-junknown 0), sre-mac 00:d1:66:66:26:6, proto TCP (ACK), 110.17.165.146:4883->84.224.139.31:1433. len 41
AddToUnwartedList input: in‘te1 out-junknown 0), src-mac 00:d 1:e6:e6:26:e6, proto TCP (ACK), 174.138.8.59:36140--84 224 139.31:5502, len 40
ICMP_in input: in:ether1 out:funknown 0), src-mac 4c:Be:0c:43:8d ba, proto ICMP fype 8, code 0), 192.168.253.254--192.168.253.2, len 56

ICMP _out output: in:{unknown 0) out ether, proto ICMP type 0. code 0). 192.168.253.2->192.168.253.254, len 56

ICMP _fw forward: in:ether] outte1, src-mac 4c:5e:0c:43:8dba, proto ICMP fype 3. code 1), 192.168.253.254->17.252.92.94, NAT
(152.168.10.93->84 224 1359 31)->17.252. 32 54, len 133

ICMP_fw forward: in:etherl outtte 1, sre-mac 4c:5e:0c:43:8dba, proto ICMP fype 3, code 1), 192.168.253 254-»17 252.92.94, NAT
(192.168.10.93-»84.224 139.31)-»17.252 92.94, len 133

AddToUnwartedList input: incte1 out:junknown 0), src-mac 00:d1:e6:66:26:26, proto TCP (ACK). 27.151.0.132:55813->84.224.139.31:1433  len 41
ICMP_fw forward: in:sther! outtte, src-mac 4c:5e:0c:43:8dba, proto ICMP {ype 3, code 1), 192.168.253 254-»17 252.92.94, NAT
{152.168.10.593-»84 224 135 31)-+17 252 92 54, len 133

AddToUnwantedList input: in:te 1 out:funknown 0), src-mac 00:d1:26:e6:26:26, proto TCP (ACK), 61.145.211.190:55302->84.224.139.31:1433, len 41
ICMP _out output: in:{unknown 0} out te 1, proto ICMP fype 8. code 0), 84.224.139.21--8.8.8.8.len 56

ICMP _in input: inte'1 out-{urknown 0), src-mac D0:d1:e6:26:e6:66, proto ICMP fype D, code 0), 8.8.8 8->84.224.139.31, len 56

ICMP_fw forward: in:etherl outtte 1, sre-mac 4c:5e:0c:43:8dba, proto ICMP fype 3, code 1), 192.168.253 254-»17 252.92.94, NAT
(192.168.10.93-»84.224 139.31)-»17.252 92.94, len 133

ICMP _in input: in:sther1 out:funknown 0}, sre-mac 4c:5e:0c:43.8d ba, proto ICMP ¢ype 8. code 0), 192.168.253.254--192.168.253.2, len 56

ICMP _out output: in:{unknown 0} out sther, proto ICMP fype 0, code 0), 192.168.253 2->192.168.253.254, len 56

AddToUnwartedList input: in‘te out-junknown 0), src-mac 00:d1:e6:e6:e6:e6, proto TCP (ACK), 211.25.18.168:2723-:84 724 139.31:1433 len 41
ICMP _fw forward: in:ether1 out:te 1, src-mac 4c:5e:0c:43:8d'ba, proto ICMP fype 3, code 1), 192.168.253.254->17.252.92.94, NAT
(192.168.10.93->84.224 139.31)->17.252.52.94. len 133

AddToUnwartedList input: in‘te1 out-junknown 0), sre-mac 00:d1:26:66:26:e6, proto TCP (ACK), 58 215.75.204:1030-:-84 224 139.31:8880, len 41
ICMP_fw forward: in:ether! outtte 1, sre-mac 4c:5e:0c:43:8dba, proto ICMP fype 3, code 1), 152.168.253 254-»17 252.92.94, NAT
(192.168.10.93-»84.224 139.31)-»17.252 92.94, len 133

AddToUnwartedList input: incte1 out:junknown 0), src-mac 00:d1:26:e6:26:6, proto TCP (ACK). 122.80.120.156:3806->84.224.139.31:1433, len 41
AddToUnwartedList input: in‘te1 out-junknown 0), sre-mac 00:d 1:e6:66:26:26, proto TCP (ACK), 220.113.15.18:7938--84 224 139.31:1433 len 41
ICMP_out output: in:{unknown O) out fte 1, proto ICMP fype 8, code 0), 84.224.135.31->8.8.8.8, len 56

ICMP _in input: in:te 1 out:{unknown ), src-mac 00:d1:26:26:26:26, prota ICMP type 0, code 0), 8.8.8.8->84.224.139.31, len 56

ICMP _fw forward: in:ether1 outte, src-mac 4c:5e:0c:43:8dba, proto ICMP fype 3, code 1), 192.168.253.254->17.252.92.94, NAT
(192.168.10.93->84 224 135.31)->17.252.32.94, len 133

ICMP_in input: in-ether 1 out-funknown [0), src-mac 4c:5e:0c:43:8d ba, proto ICMP fype 8, code 0), 192.168.253.254--192.168.253 2, len 56

ICMP _out output: in:{unknown 0) out ether1, proto ICMP type 0, code 0), 192.168.253.2->192.168.253.254, len 56

ICMP _fw forward: in:ether1 out:te 1, src-mac 4c:5e:0c:43:8d'ba, proto ICMP fype 3. code 1), 192.168.253.254->17.252.92.94, NAT
(192.168.10.93--84.224.139.31)--17.252.52.94. len 133

ICMP_fuw forward: in:sther! outtte 1, src-mac 4c:5e:0c:43:8dba, proto ICMP fype 3, code 1), 192.168.253 254-»17 252.92.94, NAT
{152.168.10.593->84.224 139 31)-»17.202 92.94, len 123

ICMP _out output: in:{unknown 0) out te 1, proto ICMP gype 8. code 0), 84.224.139.31->8.8.8.8. len 56

ICMP _in input: inte 1 out:{unknown 0}, src-mac 00:d1:26:26:26:26, prota ICMP ftype 0. code 0), 8.8.8.8--84.224.139.31, len 56

ICMP_fuw forward: in:sther! outtte 1, src-mac 4c:5e:0c:43:8dba, proto ICMP fype 3, code 1), 192.168.253 254-»17 252.92.94, NAT
{152.168.10.593->84.224 139 31)-»17.202 92.94, len 123

ICMP _in input: in:ether1 out:funknown 0), src-mac 4c:5e:0c:43:8d ba. proto ICMP fype 8. code 0), 192.168.253.254->192.168.253.2, len 56

ICMP _out output: in:{unknown 0) out :ether, proto ICMP #ype 0. code 0). 152.168.253.2->192.168.253.254, len 56

ICMP_fuw forward: in:sther! outtte 1, src-mac 4c:5e:0c:43:8dba, proto ICMP fype 3, code 1), 192.168.253 254-»17 252.92.94, NAT
{152.168.10.93->84.224 139 31)-»17.252 9254, len 123
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Vezeték nélkiuli (2,4) halozat tesztelése

Laptop + mAP lite

TCP/IP kapcsolat: UTP kabelen
Power: USB
Teszt sw: WinBox

.l (demo.mt. lv) - WinBox v6.20 on RB433 (mipsbe)

v Hide Passwords W [

B
Uptime: 04:47:54
Free Memoyy: |31.6MB
Total Memary: 64,0 MB
cPu
CPU: [MIPS 24K V7.4 Bl
R
CPU Count: 1 |
2P
Termnal
o 0m KK TITTTTTTTTT KEK
mom oom KKK TTTTTTTTTTT KKK
MDD MO0 IIT KKK KKK RRERRR 000000 TIT I KKK KKK
MO MM MM DI RKKRK  RRR RRR 000 000 TIT  III
mm MO III KKK KKK RRRRRR 000 000  TIT  IIT KKK KKK
mm WM IIT KKK KKK RRR RRR 000000 TIT I KK KKK
MikroTik Router03 6.20 (c) 1999-2014 http: //uwv. nikrotik. con/
152) Gives the list of available commands
& Make Supout rf coumand (2] Gives help on the command and list of arguments
@ Manual
(Tab] Completes the command/word. If the input is ambiguous,
Bex a second [Tab] gives possible options
/ Move up to base level

12



\I\\: N
Mikrors 1k

Wireless teszt eszkozok

F r‘ e q ® U S a ge Freq. Usage (Running) = E
Interface: | wian 7 1#] [ st
[ et
Frequency (MHz) ¢ |Usage |Nnise F| |"'Fr
2412 00 -110
2417 00 -114
2422 00 -115
2427 00 -115
2432 435 -118
2437 53 -118
2442 112080 -118
2447 231 -118
2452 312 0 -118
2457 1300 -113
2462 00 -114
2467 00 -114
2472 2170 112
13 items

13
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Wireless teszt eszkozok

Wireless Snooper

Wireless Snooper (Running)

Interface: | nian7 [=]
lal [E

|Channel  + |Address S5ID Signal  |OfFreq.(%) |Of Traf. (%)  |Bandwidth |Net.. [Stati..| -

241272 . 18] Obps D

e 241772 0.0 0bps 0

J2422/2 . DAAI-19:D6:BF:34 75 0.0 0.0 0 bps

5 242272 0.0 Obps 0 1

5 242772 0.0 Obps 0 O

243272 . 2411 Obps 0 O

E5 2437/2.. 450 Obps 0 O

& 244272 . 250 M Obps 0 O

9 2447/2... 524 Obps 0 O

9 2452/2... 313 Obps 0 O

&9 2457/2... 181 Obps 0 O

9 2462/2... 0.0 Obps 0 O

&9 2467/2... 0.0 Obps 0 O

0247272 71| Obps 0 O
14 tems

14
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Wireless teszt eszkozok

Wireless Sniffer

Wireless Sniffer = E3
etoce. T ¥ [ st ]
Processed Packets: |0
Memony Size: (0B
Memory Saved Packets: |0
Memory Over Limit Packets: [0
Sniffed Packets
File Size: (OB
File Saved Packets: |0
File Cverdimit Paclets: |0
Stream Dropped Packets: (0
Stream Sent Packets: |0
File Limit: {10 KiB

Memory Limit: |10 KiB

15



Wireless teszt eszkozok

Spectral Scan, Spectral History

= B3
+
> finterface wireless spectral-history
max: < -00 =<« -50 =0 <-10¢= ¢-60<«=] < -35 ¢«
2380 23%0 2401 2411 2421 2431 2442 2452 2462 2472 2483 24983 2503 251
*
2517 -105 .
=- [Q quit|D dump|C-z pause]

16



MikroTik
Tools

Bandwidth Test

Bandwidth Test (Running)
Test To:

192.168.253.254)

Protocol: & udp " tcp

Local UDP Tx Size:
Remote UDP Tx Size:

Direction:

TCP Connection Count:
Local Tx Speed:
Remote Tx Speed:

User:

Password:

Lost Packets:

To/Fox Cument:
TP 10s Average:
TP Total Average:

+

both

~ bps
~ bps
Random Data

2762

63.7 Mbps/57.3 Mbps
53.5 Mbps/88.8 Mbps
76.9 Mbps,71.0 Mbps

T 97.3 Mbps
Fo: 56.5 Mbps

unning...

17
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Tools

° Traceroute (Running) =E
Ping, Traceroute |wer s =
Packet Size: |5»€ | Stop
Timeout: |'|{H]'D | ms Close
_— 5 [row v |
G | | rotocal: |icmp ¥ New Window
ENEral
oo Part: [33434 |
Ping To: |EENE] | [] Use DNS
Interface: | |v Court: | |~
L] AR Ping Max Hops: | =
Packet Count: | | 7
Timeout: |'Iﬂ'|]'|] | ms Sre. Address: | |v
Interface: | | hd
DSCP: | |+
Routing Table: | | A
Seq#+ |Host Ti Size |TTL |Stat
| = J;]|B;EB |5::5 |F{ephr |z§ul 45| = |H0p 4 |H03t |Lcss |Serrt Last Avg. Best Worst | Std. Dev. | History |Statu5 ||v
118888 om o a5 1 192.168.253.2 0.0% 3 D.4ms 04 04 05 0.0
0.8, s 2 10.101.212.26 0.0% 3 27 5ms 223 177 275 40 e
23888 58ms 50 45 3 10.26.101.17 0.0% 3 19.9ms 263 189 379 82 .
Jaass 57ms 50 45 4 100.0% 3 timeout m
48888 50ms 50 45 5 74.125.242 242 0.0% 3 28.5ms 280 263 291 12 .
58888 62ms 50 45 6 216.239.56.69 0.0% 3 45 8ms 449 429 461 14
£8888 42ms 50 45 7 £6.249.95.150 0.0% 3 45.9ms 469 455 489 14 I
78388 45ms 50 45 8 108.170.236.27 0.0% 3 42.9ms 563 489 624 56 n
ganas 51ms 50 45 9 216.239.56.189 0.0% 3 61.1ms 529 421 611 80 ]
52388 43ms 50 45 10 100.0% 3 timeout m
108888 I7ms 50 45 1 100.0% 3 timeout ]
118888 38ms 50 45 E E—gf ggmef’tﬁ“ H
U imeo!
12/8888 36ms 20| 45 14 100.0% 2 timeout il
13 3888 I7ms 50 45
14 3.8.88 37ms 50 45 _
15 8.8.8.8 37ms 50 45 RAEns |
16items |16 of 16 packets re... | 0% packet loss Min: 36ms |Avg: 46ms | Max: 62 ms
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Tovabbi eszkozok

* Flood Ping

* Graphing

* IP Scan

* Netwatch

e Packet Sniffer

e SMS

e Email

e Torch

 Traffic Generator

19
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Koszonom a figyelmet!



